Installation and Operating Instructions

General Notes

Audit Trail Software for 6126/6127/6128/6129 Series

These instructions are for installing S&G Audit Software (and all associated soft-
ware components) and using it to capture, review, and save audit trail informa-
tion from Sargent & Greenleaf 6126 and 6127 Audit Locks, and 6128 and 6129
Aseries Locks in Bank Mode.

Software components to be installed include:
.NET framework (required to run the SG Audit Software)
Crystal Report drivers
Touch Key drivers
SG Audit Software

The Audit software kit permits the tracking and documenting of lock usage by
user, operation, time, and date. This information can be archived and/or exported
in formats that allow it to be integrated with common computer applications for generating reports.

This software will run on computers operating under Windows 7® and Windows XP Pro®.

Transfer of the audit trail information from the lock to your computer is accomplished via Dallas iButton Touch Keys®. This
eliminates the need for direct physical or electronic connection between the lock and the computer. Audit trails can be
downloaded at the safe location, then sent anywhere in the world for uploading and analysis.

Audit trail information is securely encoded when downloaded from the lock to the Dallas iButton Touch Key. It is then
decoded when uploaded from the key to the computer running the Audit Software.

TABLE OF CONTENTS

Software Installation (General) .........cccoovviiieiiieniicneee 02

Installing .NET Version 4.0 .......cccouvveeeiiiiiiiieee e, 02

Installing Crystal Reports 13.0.....ccccceeeeiiiiiiiieee e, 04

Installing Touch Key Drivers ........ccccccveeeiiiiciiieeee e 06

Installing the SG Audit Software.......ccccceevevvveeeeee i, 10

Software Operation (General) .......ccceeeerererieerieesieeeeeenn 13

Changing Logon Information ..........cccceeevviiiiieeee e, 13

Adding and Deleting Managers........ccccceevvcvvveeeeeeeiicinvnennnn. 14

Audit Upload WIindow ........ceeeeeiiiiiiiieee e cciiieeee e 15

Lock Registration ........ccovecvvieeieee i 15

Modify @ LOCK .uvvveieieee i 15

Delete @ LOCK uuviiiiiieeiiiiieee e 15

Add @ LOCK e 15

About Lock Information Fields.........ccccceevvivvieeeeeeiiiiiieenn. 15

Touch Key Preparation..........cccceeeeviiiiieeee e 16

Uploading and Saving the Audit Trail .......cccovicvieieeeeiinnnee, 17

Managing Audit Report Information ............cccccvveeeeeiinnnee. 17

SOftWAre VEISION ....ccueviieeee ettt e e sieree e 18
Sargent & Greenleaf, Inc. Sargent & Greenleaf S.A.
A Wholly Owned Subsidiary of Stanley Security Solutions, Inc. @ 9, chemin du Croset
PO Box 930, Nicholasville, Kentucky 40340-0930 USA 1024 Ecublens, Switzerland
Phone (859) 885-9411  Phone (800) 826-7652 ® Phone +41-21 694 34 00
FAX (859) 887-2057 FAX (800) 634-4843 SARGENTAND GREENLEAF® FAX +41-21 694 34 09

Copyright® 2012, Sargent & Greenleaf, Inc. Document 630-845 Revised 2/20/2012



Software Installation:

This section explains the process of installing the SG Audit Software and all of the required components. It includes the
following components and detailed steps for installing each. Install each software component in the order listed below.

e NET framework (required to run the SG Audit Software)
e Crystal Report drivers

e Touch key drivers

e SG Audit Software

Main Installation Screen

When the SG Audit Software installation CD is inserted into your
computer, the main installation screen should automatically be
displayed. If this does not happen, navigate to the CD and run the
Autorun.exe program.

Selecting Your Operating System

You should first select your operating system from the drop-down
menu. The available operating systems include Windows XP,
Windows 7, Windows Server 2003, Windows Server 2008 and
Windows Vista.

After selecting your operating system, all of the necessary compo-
nents for the software installation will be displayed (yellow buttons).
The components should be installed in order from top to bottom.
Simply click on the appropriate button to begin the installation rou-
tine. Following are detailed installation steps for each components.

1. Installing .NET Version 4.0

2. Installing Crystal Reports 13.0

3. Installing the iButton / Touch Key Drivers
4. Installing the SG Audit Software

Installing .NET Version 4.0

The .NET framework contains a set of drivers required to run the SG
Audit Software. The .NET framework is a standard Microsoft
component that may already be installed on your system.

1. Start the installation routine for the SG Audit Software. This
program should load automatically when the CD is inserted. If not,
navigate to the CD and run the “Autorun.exe” program.

(continued on next page)
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Installing .NET Version 4.0 (continued)

2. Click the Install .Net Version 4.0 option.
The files for the installation will be
automatically extracted to your system.

3. The license information will be dis-
played first. If you agree with the
license, select the | have read and
ACCEPT the terms of the License
Agreement option and click the
Install button to continue. Note
that if you do not agree to and
accept the license agreement, this
software will not be installed.

The progress of the installation
will be displayed.
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Extracting files

B Microsoft .NET Framework 4 Setup

NET Framework 4 Setup
Please accept the license terms to continue,

MICROSOFT SOFTWARE

[ Fave remd and arcent the renss Tarme:

Download size estimate: omMB

Download time estmates: Dial-Up: 0 minutes

Broadband: 0 minutes

[ ¥es, send information about my setup experiences to Microsaft Corporation.

For mare information, read the Dats Collection Policy.

Install Cancel

Preparing: C:\p2ce54f0063a402527675a\Windows6.0-KB256250-v600 1-x86.msu

| Cancel |

Microsoft .NET Framework 4 Setup

Installation Progress nJ
Please wait while the .NET Framewaork is being installed. Migrasafe
.NET

File security verification:

[ ]

Al files were verified successfully,

Installation progress:

1]

4. When the installation has been completed, a window will appear

confirming the installation. Click the Fi
installation routine.

This will complete the installation for the .

nish button to close the

NET Framework drivers.

The SG Audit Software installation menu will be displayed again

(shown at top of next page).

Please note that you may be asked to restart your system at this time.
If you do restart your computer, then you will need to run the
Autorun.exe program from the CD to display the installation menu.
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Installing Crystal Reports 13.0

The following steps outline the installation of the drivers required for
Crystal Reports. This is the software that is used to generate the
various reports within SG Audit Software.

1. Start the installation routine for the SG Audit Software. This
program should load automatically when the CD is inserted. If not,
navigate to the CD and run the Auterun.exe program.
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2. C||Ck the OptIOI’l tO |I1$ta|| Program Installation
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Install Net Version 4.0
([ v coma repors 138 )

[ Install Touchkey Drivers ]

i SAP Crystal Reports runtime engine for .NET Framework 4 (32-... [= |[01[5]

Type Scftwars [ Install Program ] Welcome to the SAP Crystal Reports runtime engine
for .NET Framework 4 (32-bit) Installation Wizard
86 (32 Bits) [ Exit ]
tis strongly recommended that you exit al Windows
64 (54 Bits) programs befare running ths Setup Program,

Click Cancel to quit Setup and close any programs you have
running. Click Next to continue with the Setup program

3. The license information will be displayed next. If you agree with the
license, select the | accept the License Agreement option and click the
Next button to continue. Please note that if you do not agree to and ac-
cept the license agreement, this software will not be installed.

(continued on next page)

page 4

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or
any portion of t, may resilt in severe cvil and criminal
penaities, and vill be prosecuted to the maximum extent
possinle Under law.

i SAP Crystal Reports runtime engine for .NET Framework 4 (32-... ‘ZHE\E‘

License Agreement
You must agree with the license to proceed.

SAP® BUSINESSOBJECTS™ LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: THIZ |2 A LEGAL AGREEMENT BETWEEN vOU AND
SAP BUSINESSOBJECTS FOR THE SAP BUSINESSOBJECTS SOFTWARE ACCOMPANYING
[THIS AGREEMENT, WHICH MAY INCLUDE COMPUTER SOFTWARE, ASSOCIATED MEDIA,
PRINTED MATERIALS AND ONLINE OR ELECTRONIC DOCUMENTATION (“SOFTWARE®)
BEFORE CONTINUING WITH THE INSTALLATION OF THE SOFTWARE, ¥OU MUS D,
[ACKNOWLEDGE AND ACCEPT THE TERMS AND CONDITIONS OF THE SOFTWARE
LICENSE AGREEMENT THAT FOLLOW }. IF ¥OU DO NOT ACCEPT THE
TERMS AND CONDITIONS OF THE AGH MAY RETURN, WITHIN THIRTY (30}
DAYS OF PURCHASE, THE SOFTWARE TO THE PLACE vOU OBTAMED IT FOR A FULL
REFUND

(BB

1. GRANT OF LICENSE. SAP BusineszObjects grants you a nonexclusive and limited
license to use the Software products and functionalities for which you have paid the
applicabl solely for your internal business purp nd in accordance with
the terms and conditions of this Agreement. The Seftware is licensed, not sold, to
vou. If you acguired this product as a special offer or as a premotional license
included with another SAP BusinessObjects product, additional restrictions apply as ™

@;Igccept the License Agreement!
(1 do not accept the License Agreement

[ < Back ] [ Mext > 1 [ Cancel




|IlSta||Ing crystal Repﬂl’ts 1 30 (CDIIﬁﬂlled) i# SAP Crystal Reports runtime engine for .NET Framework 4 (32-... \Z\,: |Z

4. A new window will appear prompting if | Sninsetaton

you are ready to begin the installation.

Simply click Next to continue. o R T R L ST

The installation will begin and the ﬁg:::eﬂézgzﬁ:;?mnmhegmﬁ'\elnstallahnr\nrﬂ'\EBackhuttnntnrawawﬁ'\e

progress will be ShOWI’l on the screen. 12 SAP Crystal Reports runtime engine for .NET Framework 4 (32-... [= |0

VERSION FOR VISUAL STUDIO 2010
Wi, Sap.com/saphusinessobjects w
(I |
[ <gsek ) [ Hexi= ][ concel

5. When the installation routine has completed, then a window will appear

i@ SAP Crystal Reports runtime engine for .NET Framework 4 (32-... g;

showing that the installation was successful. Click the Finish button to
continue.

This completes the installation for the Crystal Reports drivers. The SG Audit
Software installation menu will be displayed again (shown at top of
next page).

SAP Crystal Reports runtime engine for .NET
Framework 4 (32-bit) has been successfully
installed.
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Installing the iButton / Touch Key Drivers

The following steps outline the installation for the touch key drivers.
These drivers are required to allow communication with the touch
keys and reader.

1. Start the installation routine for the SG Audit Software. This
program should load automatically when the CD is inserted. If not,
navigate to the CD and run the Auterun.exe program.
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Install .Net Version 4.0 |

[ Install Crystal Reports 13.0 )
- Welcome to the 1-Wire Drivers Version
([t Touther /) 4.03 Setup Wizard
[ Install Program ]
[ Exit

] The Setup Wizard allows you to change the way 1-Wire

Drivers Version 4,03 features are installed on your computer
or to remove it from your computer, Click Mext to continue or
Cancel to exit the Setup Wizard,

3. The license information will be displayed next. If you agree with
the license, then select the | accept the terms in the License Agree-
ment option and click the Next button to continue.

Please note that if you do not agree to and accept the license
agreement, then this software will not be installed.

(continued on next page)
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Fomext [ Cancel

i 1-Wire Drivers Version 4.03 Setup r__HE|&|

End-User License Agreement /VI /J

Flease read the following license agreement carefully

Copyright (C) 2011 Maxim Integrated Products, All b
Rights Reserved.

Permission is hereby granted, free of charge, to any
person obtaining a copy of this software and
associated documentation files (the "Software™), to
deal in the Software w out restriction, including
without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to
whom the Software is furnished to do =o, subject to

[¥]T accent the terms in the License Agreement:

Print I [ Back ” Mext ] [ Cancel




Installing the iButton / Touch Key Drivers (continued) i 1-Wire Drivers Version 4.03 Setup

4. The destination screen will be displayed next. Select the destina- Destination Folder _ M AKXV
t|0n f0|der f0r the drlvers and CI|Ck the NeXt button It |S Suggest' Click Mext to install to the default folder or dick Change to choose anather.
ed to you simply accept the default values.

Install 1-Wire Drivers Version 4,03 to:

IC: \Program Files\Maxim Integrated Products)1-Wire Drivers x86Y

[ Back || Mext | [ Cancel

5. A WindOW W|“ appear & 1-Wire Drivers Version 4.03 Setup

prompting you to yl'l /J
disconnect all iButton Unplug 1-Wire Adapters

readers from the com-

r befor
pUte be ore Before continuing, unplug all 1-Wire Adapters. Then, dick Install to begin the installation.
co ntl nul ng_ P | ease Click Back to review or change any of your installation settings. Click Cancel to exit the

wizard.
remove all adapters and

i 1-Wire Drivers Version 4.03 Setup

then click the Install
button to continue. The Installing 1-Wire Drivers Version 4.03
installation will begin
and the Status WI” be Please wait while the Setup Wizard installs 1-Wire Drivers Version 4.03.
displayed on the screen.
Status:
[ )
[ Back || Install | [ Cancel

6. After the installation has completed, click the Finish button to end 2 1-Wire Drivers Version 4.03 Setup
the install routine.

Completed the 1-Wire Drivers Version
4.03 Setup Wizard. Attach 1-Wire
adapters after clicking "Finish".

Click the Finish button to exit the Setup Wizard.

(continued on next page)
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Installing the iButton / Touch Key Drivers (continued)

7. After you close the touch key driver installation, a window will appear

instructing you to define the touch key reader type and port. Click the
OK button to continue.

Please insert your Touchkey to load apprpriate device type and port | Also run Default 1-Wire Met.exe and depress the Auto-Detect pushbutton |

8. Connect the touch key reader to your computer at this time. The

computer should notice the new hardware and display the new
hardware wizard.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

This wizard helps you install software for:

USB Host Adapter for 1-Wire Network using WinlJSB

f‘\'_) i your hardware came with an installation CD
& or floppy disk. insert it now

What do you want the wizard to do?

®nstall the software automatical
(O Install from a list or specific locatior

Click Next to continue.

9. Select the option to Install the software automatically and click the

Next button.

Please wait while the wizard installs the software...

_\> USB Host Adapter for 1-Wire Network using WinUSB

winusbcoinstaller2.dil

To C:ANWINDOW S system32
[ ]

10. The computer will begin searching for the drivers and should

automatically find the touch key drivers that were previously
installed.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard
After the drivers have been found and installed, click the

Finish button to complete the installation routine.

The wizard has finished installing the software for:

_\> USE Host Adapter for 1-Wire Network using WinlUSB

(continued on next page)

Click Finish to close the wizard

page 8



Installing the iButton / Touch Key Drivers (continued) . Default 1-Wire Network Settings

11. Verify that the reader can be detected by opening the Auto Detect routine. This Ble  Hep
is accomplished by selecting START followed by PROGRAMS followed by 1-WIRE Aato Detect
DRIVERS X64 followed by DEFAULT 1-WIRE NET. (awpee ] | | |

1-Wire Adapter Selection
(3 DS9490 USB

) Bead
) DS9097U_DS948X Senal

) DS1410E Parallel
() DSI097E Legacy Serial

Port Number Selection {0 - 15) Wil
ings

1 v

MAXIMN

Port Type = D524230 USB | Port Mumber = 1

12. When the detection routine starts, click the Auto Detect button to begin the L, Default 1-Wire Network Settings
pI’OCQSS. Ele Help
Auto Detect
atoDetect | [HNNANN J

1-Wire Adapter Selection
(3 DS9490 USB

) Bead
) DS9097U_DS948X Senal

) DS1410E Parallel
() DSI097E Legacy Serial

Port Mumber Selection {0 - 15) Wite
Settings

1 v

MAXIMN

Port Type = D524230 USB | Port Mumber = 1

13. A window should appear showing that the touch key reader was
found. Click the Yes button to save the changes and continue. A
window will appear showing that the sequence has been completed.
Click the OK button to continue.

1-Wire Adapter Found

1-Wire Adapter found: DS2490 USB
1-Wire port: 1

Click Yes to set as new default port or Mo to continue searching.

Auto Detect X

] [ Cancel

Auto Detect sequence finished

14. The Default 1-Wire Net installation ‘4. Default 1-Wire Network Settings
screen will be displayed again. Simply e
close this window to continue.

Auto Detect
The touch key drivers should now be (atopeeat] |
installed and ready to use with the
SG Audit Software. The installation 1-Wire Adapter Selection
routine will return to the touch key © D59450 USB
message. Simply click the 0K button © DS9097U_DS4EX Seral

) DS1410E Parallel
() DS9097E Legacy Serial

Port Number Selection {0 - 15) Write
Settings

to close the window and return to the
main installation screen.

Please insert your Touchkey to load apprpriate device type and port ! Also run Default 1-Wire Net.exe and depress the Auto-Detect pushbutton !

Port Typs
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Installing the SG Audit Software

The SG Audit Software is the main software that is used to add locks
and review the audit trail information. The following steps outline the
installation of the SG Audit Software.

1. Start the installation routine for the SG Audit Software. This pro-
gram should load automatically when the CD is inserted. If not,
navigate to the CD and run the Auterun.exe program.

2. Click the option to Install Program.

3. When the installation begins, click the Next button to start the
install routine

4. The license information will be displayed next. If you agree with
the license, then select the | accept the terms in the license agree-
ment option and click the Next button to continue. Please note
that if you do not agree to and accept the license agreement, then
this software will not be installed.

(continued on next page)
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System

[ Install et Version 4.0 ]
[ Install Crystal Reports 13.0 ]
[ Install Touchkey Drivers ]
Type Software (1 Install Program 1]
X85 (32 Bits) [ Exit ]
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& 5G Audit Software - InstallShield Wizard rz‘

Welcome to the InstallShield wizard for S6
Audit Software

The InstallShield(R) Wizard will install SG Audit Software on
your computer, To continue, dick Mext.

\WARNING: This program is protected by copyright law and
internationsl treaties.

i SG Audit Software - InstallShield Wizard

License Agreement b 3

Please read the following license agreement carefully,

SOFTWARE LICENSE AGREEMENT &

PLEASE READ THIS DOCUMENT CAREFULLY

This Software License Agreement {"Agreement”) is effective as of the earlier of
the date on which the Software is installed or the dats of the Purchase Order

(the “Effective Date”) between Sargent & Greenleaf Inc "S&G") and the party

identified on the Purchase Order (Licensee’)

BACKGROUND ~

(1 accept the terms in the license sgreement!

(1 do not accept the terms in the license agreement

[ < Back ” Next > 1 [ Cancel




Installing the SG Audit Software (continued)

5. The customer information will be required next. Input the Comtomer Inormatien N

Please enter your information. ‘
appropriate information and click the Next button to continue the

. . User Name:
installation.

i# SG Audit Software - InstallShield Wizard

Organization:
|5lan\ey Black & Decker

Install this application for:

(® anyone wha uses this computer (all users)
(O only for me (Stanley Black Decker)

[ <Back [ mexts> ][ cencel

6. Select the destination for the installation files and click the
Install button to continue.

i# SG Audit Software - InstallShield Wizard

Destination Folder \ ‘

Click Next to install to this folder, or click Change to install to a different folder, ‘

Install 5G Audit Software to:

C:\Program Files\SG Audit Software)

[ <Back | Texiz

[ concel

7. A summary of the installation information will be displayed. Click B 5G Audit Saftware - InstallShield Wizard X
the Install button to begin the installation of the program files. Ready to Install the Program -

The wizard is ready to begin installation. ‘

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

Current Settings:

Setup Type:

Destination Folder:
C:\Program Files\SG Audit Software ),
User Information:
Mame: Stanley Black Decker
Company: Stanley Black Decker

[ <eeck T _teml ][ cencel

8. The installation status will be displayed on the screen during this
routine.

8 $G Audit Software - InstallShield Wizard (=3

Tnstalling SG Audit Software
The program features you selected are being installed. ‘

Please wait while the InstallShield Wizard installs SG Audit Software, This
may take several minutes.

(continued on next page) .

Updating component registration
(O ]

Back Mext | Cancel
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Installing the SG Audit Software (continued)

9. Click the Finish button to complete the installation.
The SG Audit Software should now be installed.

i# SG Audit Software - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed S5G Audit
Software. Click Finish to exit the wizard.

Finish

End of Software Installation Section
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Software Operation:

This section explains how your SG Audit Software works. It will let you perform the following operations:

e Clear a Touch Key’'s memory

e Format a Touch Key so that it can accept information from a lock

e Upload a new audit trail from a Touch Key

e View, print, and export an existing audit trail file
e Add, delete, or modify lock registrations

¢ Add, delete, or modify manager registrations

Changing Logon Information

1. When you start the SG Audit Software, you are greeted by
the screen shown at the right.

2. To log on the first time you run the software, use “Adminis-
trator” for the User ID and “password” as the Password. User
name and password entries are case sensitive.

Click Ok to bring up the main screen.

3. To insure the integrity of the audit trail system, you should
change the User ID and Password immediately. You can also
add additional managers at the same time.

From the View pull down menu, select Manager List.

(continued on next page)

@ Sargent & Greenleaf, Inc.
SG Audit Software

SARGENTAND GREENLEAF®

Version : 2.1.0.0

STANLEY, STANLEY in a notched rectangle
SARGENT AND GREENLEAF, S&G, and ASERIES are trademarks of Stanley Black and Decker or its affiliates.
® 2011 Sargent and Greenleaf

co
Manager Login
User D —
Password I
Cancel 0Ok
I

Manager Login

Uses 1D [Administrator

Password —

Conce

£ 5G Audit Software

View Reports logQut  Hep

£ Manager List

User Name
4 Administrator
*
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3. When you click on the Madify button, you are pre- _
sented with a screen that allows you to enter new
User Name and Password information. When you
have done this, click Save. You can click Close if you
will not be adding any other managers at this time.

Manager List

User Name : |A1:Iminist|a10r

Password

I

Cancel | Save |

\ Manager List

User Name : IHonaId Smith

Password :

I

Cancel |[[

Close |

Adding and Deleting Managers 156 At Sofare

Vew Reports logOut Hep

1. From the View menu on the main screen, select
Manager List. To add a manager, click Add and
enter a User Name and Password for the new
manager. Click Save followed by Clese when the £ Manager List
new entry is complete.

User Name Edit Manager Information

Administrator

2. To delete an existing manager entry, click on the
manager’s User Name line in the Manager List
to highlight it, then click Delete. Confirm the
deletion when asked to do so. Note that it is not
possible to delete all managers and leave the
software without an administrator. & Manager List

-

User Name IRnnaId Smith
Password I

==

Close |
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Audit Upload Window 2 pudit Upload

LOCK INFORMATION

Lock Registration—Modify a Lock Desciion ey [

. ) 3 Downtown Central Bank AD085647 Add
From the View menu on the main screen, select Forks o o I pette
Upload Audit Trail. You can click on any existing v e Modiy
entry and Modify to change the information about Pime Piza 12240067 f
any listed lock. : :

. . Upload Key Information Request Report
Lock Registration—Delete a Lock i O
You can click on any existing entry and Delete to
completely remove an existing lock’s information. _FomatKey |
Clear Key

Lock Registration—Add a Lock 5 Audit Upload

You can create a new SG Audit Lock description by
clicking the Add button.

About Lock Information Fields

When modifying existing lock information or adding a new lock,
here’s what you need to know about each data field.

Type of Lock: You can select from 6126/6127 or 6128/6129. This
refers to the model number of your Sargent & Greenleaf lock.
Subsequent data entry options are dependent on which set of lock
models you select.

Description: Enter any description that will help you easily identify
this particular lock and/or its location.

Lock ID: A unique serial number is provided on each lock body.
Enter it here.

Type of Lock : ||6126/6127

Description:  [Main Street Gas Station

Lock ID 13334057
[V Daylight Savings Enabled

61266127
Programmer / Manager Code : ’W

I Using with Timelock Keypad

£/ Audit Upload

Description Money Express

Lock ID:

¥ Daylight Savings Enabled

6126/6127

Daylight Savings Enabled: Check this box if the lock is located in
an area that observes Daylight Savings Time. Otherwise, leave it
unchecked.

Programmer/Manager Code (6126/6127 only): Enter the Programmer
Code or Manager Code that is used to download the audit
information from this particular lock (see 6126/6127 lock
operating instructions).

Using with Timelock Keypad (s126/6127 oniy): If this lock is equipped
with an optional Timelock Keypad, check this box. Otherwise,
leave it unchecked. If you check this box and the Timelock
Keypad is being used in encrypted mode, you must enter the
8-digit Timelock Keypad serial number. If you are using a
Timelock Keypad but it is not in encrypted mode, you may enter
eight zeroes in this box.

PC Code (6128/6129 onty): Enter the 6-digit Programmer Code for this
particular lock (see 6128/6129 lock operating instructions).

Cipher Code (6128/6129 only): Enter the 8-digit Cipher Code that is
used to download the audit information from this particular lock
(see 6128/6129 lock operating instructions).

When you have entered the necessary lock information, click Save.
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Programmer / Manager Code 00123458
¥ Using with Timelock Keypad

Keypad Serizl Number : 12345678

(only for Timelock keypad)

EBX

Cancel
Close

£ Audit Upload

Type of Lock: 12816129

Description:  |North Super Center
Lock ID - 75480185

v Daylight Savings Enabled

PC Code

Cipher Code :

00123456

17850446

Cencel |[.8

Clese




Touch Key Preparation

The Blue Dot Reader must be attached to a serial port or USB port

of your computer to perform Touch Key operations.

From the View menu on the main screen, select Upload Audit Trail

to view the Upload Audit screen.

Before a Touch Key can be used the first time, it must be
formatted. Snap the key into the Blue Dot Reader. Click Format Key.
The process takes approximately 30 seconds. Dialog boxes will ask
you to confirm that you wish to format the key and notify you when

the format is complete.

If desired, a Touch Key can be cleared (erased).
Snap the key into the Blue Dot Reader. Click Clear
Key. This action also takes approximately 30
seconds. A key does not have to be erased to be
used for downloading an audit trail. If there is old
information on the key, it will simply be overwritten
by the new download. Dialog boxes will ask you to
confirm that you wish to clear the key and notify you
when the format is complete.

£ Audit Upload

Are you sure you want to format this key ?

Format Complete !

LOCK INFORMATION

Description
3 Downtown Central Bank
Franks Car Wash

Main Street Gas Station

Frime Pizza

Edit Lock Information

Delete

Bl

19334057 Modify

1234

e o

Upload Key Infermation

Read Key

[t
Format Key

Clear Key

0K

Request Report

User PIN Position :  |ALL -

[

Clese

| o=

0 d 0

Are vou sure vou want to clear this key ?

Clear Key Complete !
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Uploading and Saving the Audit Trail

Once an audit trail has been downloaded from a lock into the Touch
Key, it can be read by the SG Audit Software. Remember that the
codes in the lock’s registration must match that used in the download
of the audit trail from the lock.

Snap the key into the Blue Dot Reader. Click Read Key. If the upload
cannot be accomplished, a dialog box appears to let you know that no
usable data could be located on the key. Check the registered code
information to make sure it matches what was used to download the
audit trail from the lock. Try to read the audit trail again. If problems
persist, use a different Touch Key, and check to make sure the time
and date have been programmed into the lock.

When the upload is successful, the Read Key Complete! dialog box
will appear. The upload process takes about 30 seconds.

If you are going to save the audit trail data, this is an excellent time
to do it. Once the software has captured an audit trail, the Save Data
button becomes usable. Click on it, and the audit trail information
will be saved and cataloged by description, lock ID, time, and date. A
dialog box will appear when the save operation is complete.

£ Audit Upload

LOCK INFORMATION

Edit Lock Information

Description Lock ID -
> |si505448 £1505445 Add
Audit Test Key #1 123456 5
— lete
Audit Test Key 22 1234560
Audt Test Key #3 12345600 by
Audit Test Key 24 12345700
Upload Key Information Request Report
Read Key User PIN Position:  |ALL -
Format Key 4
Clear Key

Warning

Read Key Complete !

Warning

Save Data Complete !

Managing Audit Report Information & Dt e s

Select View Previous Audit Uploads, under the Reports menu

found on the main page.

You can delete saved audit reports or change the
descriptive information (Description, Lock ID, Date/Time)
associated with the report by selecting the row containing
the report you wish to delete or modify, then clicking on the
appropriate button to the right of the reports list (Delete

or Modify).

All saved reports can be viewed at any time by selecting the
row containing the report you wish to view and clicking the
Report button. You can select a particular PIN position (code
holder) to view in the report, ignoring all others. If you leave

Description Lock ID Date Edit Report Information
£1505448 51505448 9/22/2011 2.25...
Main Strest Gas Station | 13334057 1/27/2012 530 Delete

Modify

Request Report

User PIN Position:  [ALL -

Report

Close

the selector box set to ALL, all PIN positions (code holders)
will be included in the report.

(continued on next page)
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Managing Audit Report Information (continued) . o
ate o 27/2012
When you click on the Report button, the audit trail @ Sargent & Greenleaf Inc.
mformat.lon will pe dlsplayqd. The menus at th.e top SARGENT AND CREENLEAF® Audit Report
of the window will let you view, manipulate, print, and
save aUdIt report Informatlon na number Of formats Report Parameters : Main Street Gas Station Lock ID = 19334037 Daylight Savings Enabled
Upload Date = 1/27/2012 9:30:27 AM
Audit trail information is displayed with the most User PIN Position = ALL
recent activity at the top of the page, followed by Fuat - Openatin Description — e s P
the next most recent event, and so on. Each event 613 Comb. Added Deletad Success 121211 138 am 03
. . ” b d d t h d th |t 612 Comb. Deleted - Authonzing Code Success 12/12/11 11:38 am 09
Is Sequentla y num ere an ma C e WI a resu 1 611 Comb. Added/Deleted Success 12/12/11 1138 am 09
the time and date of the attempted action, and which B e ol e S ”
user attempted the action. By knowing who the User gog  Comb. Added - Authorizing Code Success 124211 1138am 02
Number was assigned to, you can identify the person o ot e g Cote S Bt o
performing the operation. 6035 Comb.AddedDeleted Success 12/12/11 1135 am 04
604 Comb. Added - Authorizing Code Success 12/12/11 1135 am 03
i i 603 Comb.AddedDeleted Success 12/12/11 1134 am 03
It should be noted that an entry stating “Bolt did not §02  Comb. Added - Authorizing Code Success 1212111 1135.am 02
. 601 LockClosed Success 12/12/11 1134 am 02
retract” could mean the battery was too low to open 600 Lock Opencd Success 1242/11 1134 2m 0
H H 5 Download Conmand Success 10/7/11 3:04 pm oo
the lock, there was excessive s@e pressure on thg e e o o .
bolt, or there was some mechanical issue preventing 587 LockOpened Success 1077711 3:01 pm 10
. 506 LockClosed Success 10/7/11 3:01 pm 10
the lock bolt from retractlng. 505 LockOpened Success 10/7/11 3:01 pm 10
504 LockClosed Success 10/7/11 3:00 pm 10
Any events captured by the lock prior to the time and S o — -
date being set will have the date 1/1/00 assigned to
them.

Software Version

When checking for upgrades or speaking with a technical service representative about operating issues, you may find it helpful
to know the software’s version number. From the Help menu on the main page select About.

page 18



